Curs TWSS

Validarea si manipularea erorilor in PHP si Javascript

Validarea erorilor

Scop:
+  crearea si prelucrarea formularelor web intr-un mod cat mai prietenos posibil
* Validarea input-ului utilizatorilor cu Javascript:
+ Datele validate client side trebuie revalidate server side

SQL Injection

Suser =$_POST['user'];

Spass =S_POST['pass'];

Squery = "SELECT * FROM users WHERE user='Suser' AND pass='Spass'";
Suser: fredsmith

Spassword: mypass

SELECT * FROM users WHERE user='fredsmith' AND pass='mypass'
Suser: admin’ #

SELECT * FROM users WHERE user='admin' #' AND pass=""

Suser =S _POST['user'];

Spass =S_POST['pass'];

Squery = "DELETE FROM users WHERE user='Suser' AND pass='Spass'";
Suser: anything' OR 1=1 #

DELETE FROM users WHERE user='anything' OR 1=1 #' AND pass="

Sanitizarea input-ului primit de la utilizatori
<?php
function mysgl_fix_string(Sstring)

{

if (get_magic_quotes_gpc())
Sstring = stripslashes(Sstring);

return mysql_real_escape_string(Sstring);
}
>
<?php
Suser = mysql_fix_string($_POST['user']);
Spass = mysql_fix_string($_POST['pass']);
Squery = "SELECT * FROM users WHERE user='Suser' AND pass='Spass'";
>
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Utilizarea substituentilor

PREPARE statement FROM "INSERT INTO classics VALUES(?,?,?,?,?)";
SET @author = "Emily Bronté",

@title = "Wuthering Heights",

@category = "Classic Fiction",

@year = "1847",

@isbn ="9780553212587";

EXECUTE statement USING @author, @title, @category, @year, @isbn;
DEALLOCATE PREPARE statement;

Utilizarea substituentilor
<?php
require 'login.php’;
Sdb_server = mysql_connect(Sdb_hostname, Sdb_username, Sdb_password);
if (1Sdb_server)

die("Unable to connect to MySQL: " . mysql_error());
mysql_select_db(Sdb_database) or die("Unable to select database: " .
mysql_error());

Squery = 'PREPARE statement FROM "INSERT INTO classics VALUES(?,?,?,?,?)"";
mysql_query(Squery);

Squery = 'SET @author = "Emily Bronté",' .
'@title = "Wuthering Heights"," .
'@category = "Classic Fiction"," .

'@year ="1847",".

'@isbn ="9780553212587"";
mysql_query(Squery);

Squery = 'EXECUTE statement USING @author, @title, @category, @year,@isbn';
mysql_query(Squery);

Squery = 'DEALLOCATE PREPARE statement';

mysql_query(Squery);
?>
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PHP - Input-uri
Sanitizarea input-urilor:

* mysql_real_escape_string()
stripslashes()
htmlentities()

+  strip_tags()

<?php

function sanitizeString(Svar)

{
Svar = stripslashes(Svar);
Svar = htmlentities(Svar);
Svar = strip_tags(Svar);
return Svar;

}

function sanitizeMySQL(Svar)

{
Svar = mysgl_real_escape_string(Svar);
$var = sanitizeString($var);
return Svar;

}

?>

XSS - Cross Site Scripting

Apelul functiei htmlentities()

<script src="http://x.com/hack.js'> </script><script>hack();</script>
&lt;script src="http://x.com/hack.js'&gt;
&lt;/script&gt; &lt;script&gt;hack(); &lt;/script&gt;

PHP - Expresii regulare

/g — global

/i — case insensitive

/m — multi line string

/cats/g - match both occurrences of the word cats in the sentence / like cats and
cats like me.

/dogs/gi - match both occurrences of the word dogs (Dogs and dogs) in the
sentence Dogs like other dogs.
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PHP — Validarea erorilor

‘ An Example Form - Mozilla Firefox E@]ﬂ
File Edit View History Bookmarks Tools Help
@ C X N [ - ':‘» ihttp://Iocalhost/web/validate.htmI > “
Signup Form
Forename
Surname
Username
Password
Age
Email
Done Co 6@

Validarea unui formular de inregistrare
(prenume, nume, user, parola, varsta, email)
<form method="post" action="adduser.php" onSubmit="return validate(this)">
Forename <input type="text" maxlength="32" name="forename" />
Surname <input type="text" maxlength="32" name="surname" />
Username <input type="text" maxlength="16" name="username" />
Password <input type="text" maxlength="12" name="password" />
Age <input type="text" maxlength="3" name="age" />
Email <input type="text" maxlength="64" name="email" />
<input type="submit" value="Signup">
</form>
<script>
function validate(form) {
fail = validateForename(form.forename.value)
fail += validateSurname(form.surname.value)
fail += validateUsername(form.username.value)
fail += validatePassword(form.password.value)
fail += validateAge(form.age.value)
fail += validateEmail(form.email.value)
if (fail =="")
return true
else
{ alert(fail); return false }
}
</script>
<script>
function validateForename(field) {
if (field =="")
return "No Forename was entered.\n
return ""
}
</script>
<script>
function validateSurname(field) {
if (field =="")
return "No Surname was entered.\n"
return "" }
</script>
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<script>
function validateUsername(field) {
if (field =="")
return "No Username was entered.\n"
else if (field.length < 5)
return "Usernames must be at least 5 characters.\n"
else if (/[*a-zA-Z0-9_-]/.test(field))
return "Only a-z, A-Z, 0-9, - and _ allowed in Usernames.\n"

return ""

}

</script>

<script>

function validatePassword(field) {
if (field =="")

return "No Password was entered.\n"
else if (field.length < 6)
return "Passwords must be at least 6 characters.\n"
else if (!/[a-z]/.test(field) || ! /[A-Z]/.test(field) | |
1/[0-9]/.test(field))
return "Passwords require one each of a-z, A-Z and 0-9.\n"
return ""
}
</script>
<script>
function validateAge(field) {
if (isNaN(field))
return "No Age was entered.\n"
else if (field < 18 | | field > 110)
return "Age must be between 18 and 110.\n“

return ""

}

</script>

<script>

function validateEmail(field) {
if (field =="")

return "No Email was entered.\n"
else if (!((field.indexOf(".") > 0) && (field.indexOf("@") > 0)) | | /[*a-zA-Z0-9.@_-
]/.test(field))
return "The Email address is invalid.\n"
return ""

}

</script>
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PHP - Expresii regulare

/g — global

/i — case insensitive

/m — multi line string

/cats/g - match both occurrences of the word cats in the sentence / like cats and
cats like me.

/dogs/gi - match both occurrences of the word dogs (Dogs and dogs) in the
sentence Dogs like other dogs.

+  Fiecare expresie regulard trebuie incapsulata intre caracterele “/”
+ Caracterele incapsulate n “/” sunt caractere speciale numite metacaractere

Cautarea expresiei Le Guin intr-un text

/Le *Guin/ - 0 sau mai multe spatii

/Le +Guin/ - cel putin un spatiu

The difficulty of classifying Le Guin's works

. — poate potrivi orice caracter (in afara de enter)
/<.*>/ - cauta tag-uri HTML

<>, <em>, <br />

/<.+>/ - cauta tag-uri HTML

<em>, </em>, <br />, <h1>, </h1>, <a href="test.ro">,
<h1><b>Introduction</b></h1>

/5\.0%/

5.0, 5.00, 5., 5.000

/1(,000)+ /

1,000

1,000,000

1,000,000,000

1,000,000,000,000

/grlaely/

gray, grey

/10-91/, \d/

Potriveste o singura cifra
/Yahoo[”!]/ - negare
Yahoo?

[<[*>]+>/

+ /- Begins and ends the regular expression

* .-Matches any single character except the newline

+ element* - Matches element zero or more times

* element+ - Matches element one or more times

* element? - Matches element zero or one time

* [characters] - Matches a character out of those contained within the brackets

* [~Acharacters] - Matches a single character that is not contained within the brackets
+ (regex) - Treats the regex as a group for counting or a following *, +, or ?

« left|right - Matches either left or right
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I-r - Matches a range of characters between / and r (only within brackets)
A - Requires match to be at the string’s start

$ - Requires match to be at the string’s end

\b - Matches a word boundary

\B - Matches where there is not a word boundary

\d - Matches a single digit

\D - Matches a single nondigit

\n - Matches a newline character

\s - Matches a whitespace character

\S - Matches a nonwhitespace character

\t - Matches a tab character

\w - Matches a word character (a-z, A-Z, 0-9, and _)

\W - Matches a nonword character (anything but a-z, A-Z, 0-9, and _)
\x - x (useful if x is a metacharacter, but you really want x)

{n} - Matches exactly n times

{n,} - Matches n times or more

{min,max} - Matches at least min and at most max times

r - The first r in The quick brown

rec[ei][ei]ve - Either of receive or recieve (but also receeve or reciive)
rec[ei]{2}ve - Either of receive or recieve (but also receeve or reciive)
rec(ei) | (ie)ve - Either of receive or recieve (but not receeve or reciive)
cat - The word cat in / like cats and dogs

cat|dog - Either of the words cat or dog in / like cats and dogs

\. -. (the \ is necessary because . is a metacharacter)

a-f - Any of the charactersa, b, ¢, d, eor f

cats$ - Only the final cats in My cats are friendly cats

Amy - Only the first my in my cats are my pets

\d{2,3} - Any two or three digit number (00 through 999)

[\w]+ - Any word of one or more characters

[\w1{5} - Any five-letter word

document.write(/cats/i.test("Cats are fun. | like cats."))
document.write("Cats are fun. | like cats.".replace(/cats/gi,"dogs"))

Sn = preg_match("/cats/i", "Cats are fun. | like cats.");

Sn = preg_match("/cats/i", "Cats are fun. | like cats.", Smatch);
echo "$Sn Matches: Smatch[0]";

// 1 Matches: Cats

Sn = preg_match_all("/cats/i", "Cats are fun. | like cats.", Smatch);
echo "Sn Matches: ";

for ($j=0; $j < $n ; ++$j) echo Smatch[0][$j]." *;

echo preg_replace("/cats/i", "dogs", "Cats are fun. | like cats.");
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PHP — Validarea erorilor

(prenume, nume, user, parola, varsta, email)
<form method="post" action="adduser.php" onSubmit="return validate(this)">
Forename <input type="text" maxlength="32" name="forename" />
Surname <input type="text" maxlength="32" name="surname" />
Username <input type="text" maxlength="16" name="username" />
Password <input type="text" maxlength="12" name="password" />
Age <input type="text" maxlength="3" name="age" />
Email <input type="text" maxlength="64" name="email" />
<input type="submit" value="Signup">

</form>
<?php
Sforename = Ssurname = Susername = Spassword = Sage = Semail ="";
if (isset(S_POST['forename']))

$forename = fix_string($_POST['forename']);
if (isset(S_POST['surname']))

Ssurname = fix_string($_POST['surname']);
if (isset(S_POST['username']))

Susername = fix_string($_POST['username']);
if (isset(S_POST['password']))

Spassword = fix_string($_POST['password']);
if (isset(S_POST['age']))

Sage = fix_string($_POST['age']);
if (isset(S_POST['email']))

Semail = fix_string($_POST['email']);
Sfail = validate_forename(Sforename);
Sfail .= validate_surname(Ssurname);
S$fail .= validate_username(Susername);
S$fail .= validate_password(Spassword);
Sfail .= validate_age(Sage);
S$fail .= validate_email(Semail);

if (Sfail ==""){
echo "Form data successfully validated";
exit;
1
>
<?php
function validate_forename($field) {
if (Sfield =="")
return "No Forename was entered<br />";
return "";
}
?>
<?php
function validate_surname(Sfield) {
if (Sfield =="")
return "No Surname was entered<br />";
return ""; }
>
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<?php
function validate_username(Sfield) {
if (Sfield =="")
return "No Username was entered<br />";
else if (strlen(Sfield) < 5)
return "Usernames must be at least 5 characters<br/>";
else if (preg_match("/[*a-zA-Z0-9_-]/", Sfield))
return "Only letters, numbers, - and _ in usernames";

return 7;

}

>

<?php

function validate_password(Sfield) {
if (Sfield =="")

return "No Password was entered<br />";
else if (strlen(Sfield) < 6)
return "Passwords must be at least 6 characters<br/>";
else if ( !preg_match("/[a-z]/", Sfield) ||
Ipreg_match("/[A-Z]/", Sfield) ||
Ipreg_match("/[0-9]/", Sfield))
return "Passwords require 1 each of a-z, A-Z and 0-9";

return"";

}

>

<?php

function validate_age(Sfield) {
if (Sfield =="")

return "No Age was entered<br />";
else if (Sfield < 18 | | Sfield > 110)
return "Age must be between 18 and 110<br />";

return 7;

}

>

<?php

function validate_email(Sfield) {
if (Sfield =="")

return "No Email was entered<br />";
else if (!((strpos(Sfield, ".") > 0) &&
(strpos(Sfield, "@") > 0)) | |
preg_match("/[*a-zA-Z0-9.@ _-]/", Sfield))
return "The Email address is invalid<br />";
return"";
1
>
<?php
function fix_string(Sstring) {
if (get_magic_quotes_gpc())
Sstring = stripslashes(Sstring);
return htmlentities (Sstring);

}

?>
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& An Bxample Form - Mozilla Firefox =

File Edit View History Bookmarks Tools Help

G_K_ﬁ' C X B @ é (\_J |http://localhost/web/adduser.php W -l

Signup Form

Sorry, the following errors were found
in your form:

Only letters, numbers, - and _ in usemames
Pagswords require 1 each of 5-z, A-Z and 0-8

Forename James
Surname  Jones
Username  jjones

Password  secret

Age 3
Email jjones@mysite.com
Done oo @ @
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Trimitere mail-uri in PHP

Nume Valoare Descriere

_implicita
SMTP Localhost ~ Nume sau adresa IP a serverului SMTP
SMTP_PORT 25 Port SMTP
sendmail_from NULL Specifica adresa expeditorului e-mail-ului (Windows)
sendmail_path  NULL Specifica locatia programului sendmail (Linux)
to Destinatar (*)
subject Subiectul mail-ului (*)
message Textul e-mail-ului (*)
headers Specifica headere aditionale (From, Cc, Bcc)
parameters Specifica parametrii aditionali
<?php

Sto = "someone@example.com";

Ssubject = "Test mail";

Smessage = "Hello! This is a simple email message.";
Sfrom = "someonelse@example.com";

Sheaders = "From: Sfrom";
mail(Sto,Ssubject,Smessage,Sheaders);

echo "Mail Sent."; ?>

PHP - Securitatea trimiterii e-mail-urilor

<html>

<body>

<?php

if (isset(S_REQUEST['email']))

{
Semail =$_REQUEST['email'] ;
Ssubject = S_REQUEST['subject'] ;
Smessage =S_REQUEST['message'] ;
mail("s@example.com", "Subject: Ssubject", Smessage, "From: Semail" );
echo "Thank you for using our mail form"; }

else

{
echo "<form method="'post' action="mailform.php'>
Email: <input name='email' type="text' /><br />
Subject: <input name='subject' type="text' /><br />
Message:<br />
<textarea name='message' rows='15' cols='40">
</textarea><br />
<input type='submit' />
</form>"; }

?>

</body>

</html>
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Tratarea erorilor in PHP

ERORI:
¢ Notices — erori triviale, non-critice; iTn mod implicit, aceste erori nu sunt afisate utilizatorului
¢ Warnings — erori mai complexe; in mod implicit sunt afisate utilizatorului, dar nu opresc
executarea script-ului
* Fatal errors — erori critice; in mod implicit sunt afisate utilizatorului si cauzeaza terminarea
imediata a script-ului

<?php

Sstring = 'a string';
explode(Sstring);
>

Warning: Wrong parameter count for explode() in
C:\wamp\www\test2\part12\egl.php on line 8
E_WARNING — non-fatal error

<?php

callMeloe();

>

Fatal error: Call to undefined function callMeloe() in
C:\wamp\www\test2\part12\eg2.php on line 5
E_ERROR —fatal error

<?php

// report only fatal errors
error_reporting(E_ERROR);
Sstring = 'string’;
explode(Sstring);

?>

No output

<?php

// report no fatal errors
error_reporting(~E_ERROR);
callMeloe();

?>

No output
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Folosirea functiei die()

<?php

Sfile=fopen("welcome.txt","r");

?>

Warning: fopen(welcome.txt) [function.fopen]: failed to open stream:
No such file or directory in C:\webfolder\test.php on line 2
<?php

if(!file_exists("welcome.txt"))

{

die("File not found");

}

else

{

Sfile=fopen("welcome.txt","r");

}

?>
File not found

Folosirea unor functii personalizate de tratare a erorilor
error_function(error_level,error_message,error_file,error_line,error_context)

o error_level — specifica tipul de eroare (*):
= 2 (E_WARNING)
= 8 (E_NOTICE)
= 256 (E_USER_ERROR) = E_ERROR setat in urma apelului functiei
trigger_error()
= 512 (E_USER_WARNING) = E_WARNING setat in urma apelului functiei
trigger_error()
= 1024 (E_USER_NOTICE) = E_NOTICE setat in urma apelului functiei
trigger_error()
= 4096 (E_RECOVERABLE_ERROR) = E_ERROR setat in urma apelului functiei
set_error_handler()
= 8191 (E_ALL)
e error_message — specificd mesajul de eroare afisat utilizatorului (*)
e error_file — specifica numele fisierului in care a aparut eroarea
e error_line — specifica numarul liniei in care a aparut eroarea
e error_context — specifica un sir in care sunt descrise valorile variabilelor programului in
momentul aparitiei erorii

function customError(Serrno, Serrstr)

{
echo "<b>Error:</b> [Serrno] Serrstr<br />";
echo "Ending Script";
die();
}
set_error_handler("customError");
echo(Stest);
Custom error: [8] Undefined variable: test
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<?php
Stest=2;
if (Stest>1)
{
trigger_error("Value must be 1 or below");
}
?>
Notice: Value must be 1 or below
in C:\webfolder\test.php on line 6

<?php
function customError(Serrno, Serrstr)
{
echo "<b>Error:</b> [Serrno] Serrstr<br />";
echo "Ending Script";
die();
}
set_error_handler("customError",E_ USER_WARNING);
Stest=2;
if (Stest>1)
{
trigger_error("Value must be 1 or below",E_USER_WARNING);
}
?>
Error: [512] Value must be 1 or below
Ending Script

PHP — logarea erorilor

<?php
function customError(Serrno, Serrstr)
{
echo "<b>Error:</b> [Serrno] Serrstr<br />";
echo "Webmaster has been notified";
error_log("Error: [Serrno] Serrstr",1,
"someone@example.com","From: webmaster@example.com");
}
set_error_handler("customError",E_USER_WARNING);
Stest=2;
if (Stest>1)
{
trigger_error("Value must be 1 or below",E_ USER_ WARNING);
}
>
Error: [512] Value must be 1 or below
Webmaster has been notified
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Tratarea exceptiilor in PHP

<?php
function checkNum(Snumber)
{
if(Snumber>1)
{
throw new Exception("Value must be 1 or below");
}
return true;
}
checkNum(2);
?>
Fatal error: Uncaught exception 'Exception’
with message 'Value must be 1 or below' in C:\webfolder\test.php:6
Stack trace: #0 C:\webfolder\test.php(12):
checkNum(28) #1 {main} thrown in C:\webfolder\test.php on line 6

*  Try: o functie care trateaza o exceptie va fi intr-un block TRY. Daca exceptia nu a fost
declansata, executia codului va continua in mod normal

*  Throw: declanseaza exceptia; fiecarui THROW fi corespunde cel putin un CATCH

*  Catch: creeaza un obiect care contine informatia despre exceptie

<?php
function checkNum(Snumber)
{
if(Snumber>1)
throw new Exception("Value must be 1 or below");
return true;

}
try

checkNum(2);
echo 'If you see this, the number is 1 or below';
}
catch(Exception Se)
echo 'Message: ' .Se->getMessage();
?>
Message: Value must be 1 or below
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Crearea unei exceptii personalizate
<?php
class customException extends Exception
{
public function errorMessage()
{
SerrorMsg = 'Error on line '.Sthis->getLine().' in '.Sthis->getFile().": <b>'.Sthis-
>getMessage().'</b> is not a valid E-Mail address';
return SerrorMsg;
}
}
Semail = "someone@example...com";
try
{
if(filter_var(Semail, FILTER_VALIDATE_EMAIL) === FALSE)
throw new customException(Semail);
}
catch (customException Se)
echo Se->errorMessage();
>

Exceptii multiple
<?php
class customException extends Exception
{
public function errorMessage()
{
SerrorMsg = 'Error on line '.Sthis->getLine().' in '.Sthis->getFile().": <b>'.Sthis-
>getMessage().'</b> is not a valid E-Mail address';
return SerrorMsg;
}
}

Semail = "someone@example.com";
try
{
if(filter_var(Semail, FILTER_VALIDATE_EMAIL) === FALSE)
throw new customException(Semail);
if(strpos(Semail, "example") !== FALSE)
throw new Exception("Semail is an example e-mail");
}
catch (customException Se)
echo Se->errorMessage();
catch(Exception Se)
echo Se->getMessage();

}

?>

Curs TWSS partea 4 pagina 16



Filtre in PHP

+  Filtrele PHP sunt utilizate pentru validarea si filtrarea datelor
+ Testarea, validarea si filtrarea input-ului utilizatorului este o parte importanta a fiecarei
aplicatii web
* Tipuri de date care ar trebui filtrate:
+  Datele introduse in formulare
+  Cookie-uri
*  Variabilele server-ului
*  Rezultatele aduse in urma interogarii bazei de date

filter_var Filtreaza o singura variabila folosind un filtru specificat

filter_var_array () Filtreaza mai multe variabile folosind unul sau mai multe
filtre

filter_input () Preia valoarea unui input si o filtreaza

filter_input_array () Preia valoarile din mai multe input-uri si le filtreaza folosind
unul sau mai multe filtre

filter_has_var () Verifica daca exista o variabila de un anumit tip
filter_id () Returneaza id-ul asociat filtrului specificat
Functiisifilte

FILTER_CALLBACK Apeleaza functia de filtrare definita de
utilizator

FILTER_SANITIZE_STRING Elimina tag-urile si optional codifica sau
elimina caracterele speciale

FILTER_SANITIZE_STRIPPED = FILTER_SANITIZE_STRING

FILTER_SANITIZE_ENCODED Codifica sir-urile de caractere ca URL si
optional codificd sau elimina caracterele
speciale

FILTER_SANITIZE_SPECIAL_CHARS  Anuleaza efectul caracterelor “<>& si a
caracterelor ASCII cu codul mai mic de 32

FILTER_SANITIZE_EMAIL Sterge toate caracterele in afara de litere,
cifre si H#S%&'*+-/=2"_{|}1*@.[]
FILTER_SANITIZE_URL Sterge toate caracterele in afara de litere,

cifre si S-_.+1*'(), {31\~ ['<>#%";/?: @&=
FILTER_SANITIZE_NUMBER_INT Sterge toate caracterele in afara de cifre si +-
FILTER_SANITIZE_NUMBER_FLOAT Sterge toate caracterele in afara de cifre, +- si

optional .,eE
FILTER_SANITIZE_MAGIC_QUOTES Apeleaza functia addslashes()

FILTER_UNSAFE_RAW Optional, codifica sau elimina caracterele speciale

FILTER_VALIDATE_INT Valideaza valoarea ca intreg, optional dintr-un
interval specificat

FILTER_VALIDATE_BOOLEAN Returneaza TRUE pentru “1”, “true”, “on”, “yes”,
FALSE pentru “0”, “false”, “off”, “no”, “” si NULL in
celelalte cazuri

FILTER_VALIDATE_FLOAT Valideaza valoarea ca numar real
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FILTER_VALIDATE_REGEXP Valideaza expresia regulara

FILTER_VALIDATE_URL Valideaza URL, optional se pot solicita anumite
componente

FILTER_VALIDATE_EMAIL Valideaza e-mail

FILTER_VALIDATE_IP Valideaza adresa IP, optional doar IPv4, IPv6 sau
reale

<?php

Sint = 123;

if(!filter_var(Sint, FILTER_VALIDATE_INT))

{

echo("Integer is not valid");

}

else

{

echo("Integer is valid");

}

>

Sint = "123abc"

Valideaza input-ul
utilizatorului

Formatare impusa
Validare pentru tipuri de date
(url, e-mail)

Returneaza tipul asteptat
in caz de succes, sau
FALSE in caz contrar

Clasificare filtre
Permit sau interzic

aparitia unor caractere

intr-un sir de caractere

o Nu exista formatare
Sanitizare

impusa

Returneaza un sir
de caractere
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Optiuni si flag-uri pentru filtre
<?php
Svar=300;
Sint_options = array(
"options"=>array
(
"min_range"=>0,
"max_range"=>256
)
);
if(!filter_var(Svar, FILTER_VALIDATE_INT, Sint_options))
echo("Integer is not valid");
else
echo("Integer is valid");
?>

<?php
if(!filter_has_var(INPUT_POST, "url"))
echo("Input type does not exist");
else
{
Surl = filter_input(INPUT_POST,
"url", FILTER_SANITIZE_URL);

}
?>
"http://www.W333Schggools.com/" http://www.W3Schools.com/
Filtrare multipla
<?php

Sfilters = array
(
"name" => array
(
"filter"=>FILTER_SANITIZE_STRING
)l
"age" => array
(
"filter"=>FILTER_VALIDATE_INT,
"options"=>array
(
"min_range"=>1,
"max_range"=>120
)
2
"email"=> FILTER_VALIDATE_EMAIL,
);
Sresult = filter_input_array(INPUT_GET, Sfilters);
if (1Sresult["age"])
echo("Age must be a number between 1 and 120.<br />");
elseif(!Sresult["email"])
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echo("E-Mail is not valid.<br />");
else

echo("User input is valid");
?>

Filtre personalizate

<?php
function convertSpace(Sstring)

{

return str_replace("_", " ", Sstring);

}

Sstring = "Peter_is_a_great_guy!";

echo filter_var(Sstring,FILTER_CALLBACK,array("options"=>"convertSpace"));
>

Peter is a great guy!
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Cuprins

Validarea si manipularea erorilor in PHP si JAVasCript.......c.eeeviiiiiieciieee ettt 1
ValidArEa @rOTTION ..ttt ettt st e e st e st e e bt e e sabe e e sareesbeeeaneeesareeenns 1
@ ]I 1 11=Tot o ] o H PO PP PP OPPPPPPPPPUPONE 1
PHP = INPDUE- U ettt e e e sttt e e e e e s e st e e e e e e e e sssasbbaeeeeeeesasnsneeaeeeas 3
XSS - CroSs Site SCIPEING coiiiiiiiiiiiii e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeeaeeees 3
[ T o q o I L =Y (U] - o RSP 3
PHP — Validara @rorilor.... ..o ittt sttt ettt e st e st e e sabeesneeesaree s 4
[ T ] o T L =Y U] - o PSP 6
PHP — Validarea @rorilor. .. ..ottt ettt st st e st e e sabeesneeesaree s 8

Trimitere Mail-Uri TN PHP ..ottt s bt e st e et e e nbe e sbeesaneeas 11

Tratarea @rorilor TN PHP ... ettt et b et sbe e st e et et e saeesane e 12
(oY [o T ¥ T Lot 4 =TI =Y ISR 13
Folosirea unor functii personalizate de tratare a erorilor ........cccceeeeeeciiveeeee e, 13
[ T (oY== T ¢ T K=Y o) ] Uo T ORI 14

Tratarea eXCePLiilor TN PHP ... et tee e e e ree e e e eabae e e e e ree e e eearaeas 15

FIIEEE TN PHP ettt ettt e bt e s at e st s bt e bt e bt e sbe e e ateeabeebeenbeesaeesanenas 17
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